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The conference ‘Cybersecurity and Cohesion Policies’, 
held in Rome on 25 March 2025, brought together leading 
figures from Italian and European institutions, police forces 
and the business world to discuss the emerging challenges 
of cybersecurity in the era of digital transformation. 
Organised by the National Microcredit Agency (Ente 
Nazionale per il Microcredito - ENM) as part of the 
European Digital Innovation Hub ‘MicroCyber’, the event 
focused on the two-way relationship between cybersecurity 
and socio-economic cohesion. In particular, it emerged that 
strengthening cybersecurity, in the context of accelerating 
the use of digital technologies and artificial intelligence, is 
an essential condition for balanced growth of the entrepre-
neurial fabric - largely made up of micro, small and medi-
um-sized enterprises - and, at the same time, that cohesion 
policies can support the development of cybersecurity 
capacities throughout the country.

The conference consisted of two main sessions: an initial 
round table with speeches by government and cybersecu-
rity industry representatives, dedicated to outlining the 
European and national strategic framework, and a second 
session focusing on ‘cybersecurity and cohesion’, with the 
participation of representatives of Italian political institu-
tions. Participants in the discussion included, among 
others: Mario Baccini, President of the National 
Microcredit Agency and Hon. Tommaso Foti, Minister 
for European Affairs, the South, Cohesion Policies and 
the NRRP.

The event continued with a thematic round table, intro-
duced and moderated by Giovanni Nicola Pes, Deputy 
Secretary General of ENM and Director of EDIH 
Microcyber. The round table saw the participation of Luca 
Tagliaretti, Executive Director of the EU Cybersecurity 
Competence Centre (ECCC), Prefect Bruno Frattasi, 
Director General of the National Cybersecurity Agency 
(ACN), Eva Spina, Head of the Digital Department at 
MIMIT, Despina Spanou, Principal Advisor for 
Cybersecurity at the European Commission (DG 
CONNECT), Dir. Ivano Gabrielli, Director of the Postal 
and Communications Police Service and Riccardo 
Graziano, Secretary General of ENM, whose contribution 
was central to integrating the cybersecurity perspective 
with that of ENM’s institutional activities. Senator Franco 
Zaffini, President of the Senate Social Affairs Committee 
(and co-chair of the Parliamentary Commission on 
Artificial Intelligence) closed the proceedings.





Riccardo Graziano, Secretary General ENM - Giovanni Nicola Pes, Deputy Secretary General ENM, Director EDIH Microcyber
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Cybersecurity and cohesion policies - institutio al greetings and opening remarks
MARIO BACCINI President of the National Microcredit Agency

The MicroCyber conference provided a much-needed opportunity to discuss one 
of the most relevant topics for the future of our country: digital security as an 
enabling factor for economic development and social cohesion.

In promoting this initiative, the Ente Nazionale per il Microcredito, coordinator of 
EDIH Microcyber, wanted to link two seemingly distinct fields - microcredit and 
cybersecurity - which in reality share common goals: guaranteeing tools for inclu-
sion and resilience to the most exposed segments of the economic and social fabric. 
Just as microcredit was created to counter financial exclusion, today it is necessary 
to devise policies and actions capable of preventing new forms of digital exclusion, 
which manifest themselves through infrastructural deficiencies, lack of skills and 
vulnerability to cyber threats. In this sense, micro, small and medium-sized enter-
prises - which constitute the productive backbone of the country - represent a 
central area of attention. Their widespread nature, flexibility and connections to 
local areas represent a strength for the Italian economic system, but these very 
characteristics also make them more exposed to the risks arising from digital trans-
formation. Supporting them therefore means not only strengthening the competi-
tiveness of the domestic system, but also protecting its stability and sustainability.

The conference proceedings highlighted how cybersecurity is now a widespread 
and cross-cutting requirement that can no longer be confined to the technological 
sphere alone. The urgency of a systemic vision linking critical infrastructure 
protection with capacity building, business support, citizen education and cooper-
ation between public and private actors has become clear. In this framework, cohe-
sion policies - including those supported by European and national funds - can and 
must play a decisive role, helping to bridge geographic gaps, also in terms of digital 
security. The hope is that the thoughts collected in this publication will not remain 
an isolated document, but will serve as the foundation for coherent and shared 
planning, capable of putting the person, the enterprise and the territory at the 
centre. The National Microcredit Agency will continue to support, within the 
framework of its own responsibilities and the tools made available by the EDIH 
Microcyber, initiatives oriented towards digital inclusion, including through the 
promotion of training and support for businesses that includes the cybersecurity 
dimension from the outset.

I would like to thank all those who contributed to the success of the conference 
with their ideas, experiences and concrete proposals. The quality of the discussion 
and the attention to content that emerged confirm how important this issue is, and 
how much more needs to be done. We are convinced that only through an integrat-
ed, forward-looking and truly cooperative approach will we be able to effectively 
tackle the challenges of the digital world and turn them into opportunities for 
shared growth.
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Cybersecurity today has taken on a strategic significance 
that goes far beyond the technical sphere. It is a structural 
component of defence policies and an enabling factor for 
economic resilience, the protection of public services, 
the competitiveness of the production system and demo-
cratic resilience. In this changed geopolitical scenario 
characterised by hybrid threats, international instability 
and increasing technological exposure for advanced 
societies, the protection of digital assets has become a 
cross-cutting imperative.

Cybersecurity can no longer be seen only as a reaction 
to attacks, but must be seen as a public policy in its own 
right, integrated into national development strategies. 
In this perspective, defence no longer coincides with 
the production of armaments alone, but encompasses 
the ability to ensure the integrity and functioning of the 

networks, infrastructure, devices and systems that form 
the backbone of everyday life. Mobile devices, water and 
energy networks, administrative and financial systems are 
nowadays strategic targets just as much as military infra-
structure, and protecting them falls fully within the aegis 
of modern defence.

Particular attention must be paid to micro, small and 
medium-sized enterprises, which account for more than 
90 percent of national production in Italy and are, in 
terms of structure and resources, the segment most 
exposed to digital attacks. Strengthening its defensive 
capacity means supporting a pillar of the national econo-
my. For this reason, cybersecurity should be considered 
part of the mission to strengthen the competitiveness of 
companies and should be supported with public policies 
that integrate training, operational tools, incentives and 

Moving towards a systemic vision of cybersecurity as a lever for cohesion and civil defence
Summary of the speech given by Minister TOMMASO FOTI
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consulting, also in coordination with regional policies.
In this view, cohesion policies can and must be updated to 
fully accommodate the digital and security dimensions.

Digital inclusion is not only about access to connectivity, 
but also about the ability of local areas and citizens to 
operate securely, protect their data, prevent threats and 
interact with public and private services in an informed 
manner.

In this sense, the allocation of European resources to 
cybersecurity - starting with the structural funds - is not 
an exception, but a true expression of cohesion policy’s 
founding principles of the core principle of cohesion 
policy: reducing gaps, strengthening resilience, and 
promoting sustainable and inclusive development.

It is necessary to overcome the fragmentation of digital 
policies at the local level. The current gap is not simply a 
North-South divide, but a widespread lack of consistency 
between areas that have launched structured cyber 
projects and others that lag behind. This makes strong 
national guidance even more urgent, able to ensure 
uniformity in minimum safety standards, enhance good 
practices, support local planning and direct resources 
where they are most needed.

Alongside the local and entrepreneurial dimensions, 
cybersecurity must also be recognised as a priority sector 
for research, innovation and training. Protecting a system 
means understanding and anticipating. It is therefore 
necessary to increase investments in applied research, in 
the development of emerging technologies, in the train-
ing of specialised professionals and in raising awareness 
among the entire population. Security is not only built 
with technology, but also with culture and shared respon-
sibility.

Europe, from this point of view, offers a framework of 
opportunities and constraints. The cohesion funds, 
which today account for more than 30% of the European 
budget, are under scrutiny and require increasingly 
result-oriented use. It is therefore necessary to demon-
strate that the allocation of resources to digital security 
produces tangible impacts: safer companies, more 
efficient public administrations, better protected 
citizens; available resources must be deployed with 
targeted planning, spending capacity, ensuring that 
outcomes can be measured.

In the end, addressing digital transformation cannot 
mean passively adapting to change, but leading the trans-
formation, through lucid and coherent policy choices. 
Cybersecurity represents the intersection of defence, 
economic development and social inclusion. Investing in 
it intelligently means equipping the country to face the 
challenges of the future with greater autonomy, less expo-
sure to risk and more confidence on the part of its citizens. 
A modern security strategy cannot disregard this integrat-
ed, systemic and collective interest-oriented vision.



Minister Foti emphasised the importance of avoiding the risk of a divided Italy, by using cohesion 
funds for targeted cybersecurity interventions at the national level. In this context, Minister Foti 
supported the use of cohesion funds for structural interventions in the cyber field, especially to 
support SMEs. He reiterated that digital security is an essential component of geographic and 
social cohesion in a rapidly changing geopolitical framework.
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Minister for European Affairs, the South, Cohesion 
Policies and the NRRP

The Minister coordinates European policies and geograph-
ic cohesion programmes, promoting the balanced and 
sustainable development of the country through strategic 
use of European funds.

In 2024-2025, the Minister has taken on a decisive role in 
ensuring that cohesion funds and NRRP resources are also 
used to strengthen the country’s cybersecurity. In particu-
lar, he coordinated - together with ACN - the allocation of € 
347 million for the implementation of the National 
Cybersecurity Strategy, of which €  97 million directly 
entrusted to the Agency for infrastructure and capacity 
building projects.

By monitoring the digital components of the NRRP, the 
Minister has promoted compliance with the minimum secu-
rity requirements for public administration projects, 
encouraging the integration of the ‘cyber’ dimension in 
digitisation processes.

Special attention was paid to the inclusion of cyber security 
in the geographic cohesion policy, supporting initiatives 
such as EDIH Microcyber and promoting the adoption of 
secure solutions in less digitised regions. In the European 
sphere, the Minister actively participated in the negotia-
tions on the Cyber Resilience Act and the Cyber Solidarity 
Act, pursuing an approach geared towards the protection of 
SMEs and the convergence of security and development.



During the conference, Bruno Frattasi, Director General of ACN, highlighted the transforma-
tive scope of the NIS2 directive, which extends obligations to some 25,000 new operators in 
Italy. He highlighted ACN’s proactive role in using artificial intelligence to anticipate and 
neutralise threats, as well as guiding the implementation of the Cyber Resilience Act and 
involvement in European projects.
At the conference, the epoch-making transition between NIS 1 and NIS 2 was highlighted, with 
its expansion to 25,000 new Italian operators in 18 strategic sectors. Mr. Frattasi also reiterat-
ed that the new legislation imposes in-depth security obligations and awareness of cyber risk, 
highlighting the need for an increasingly structured collaboration with MIMIT and SMEs, also 
taking advantage of initiatives such as the SECURE project (€ 22 million budget) for cyber 
training and facilitation of adaptation to the Cyber Resilience Act by European SMEs.
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ACN - National Cybersecurity Agency

The ACN is the institution in charge of protecting the 
country’s cybersecurity and resilience, with the task of 
implementing the national strategy and coordinating 
public and private actors in the field of cybersecurity. It 
coordinates national cyber resilience, implements the 
national strategy and serves as the contact point for the 
NIS Directiveand the Cybersecurity Act. It is responsible 
for certification, data aggregation from strategic operators 
and expert training; in recent years, it has intensified its 
work relative to AI, quantum and business continuity.

In 2024-2025, ACN has strengthened its leadership role 
in the Italian cybersecurity strategy, acting as a central hub 
between institutions, companies and geographic areas. 
Among the most significant initiatives is the Cyber 
Innovation Network programme, aimed at supporting 
innovative start-ups operating in the fields of digital secu-
rity, artificial intelligence and robotics, with an initial 
investment of over € 2 million.

The Agency also strengthened its operational infrastruc-
ture through the construction of the HPC centre in 
Naples, which will become a reference for predictive 
analysis of cyber threats based on machine learning tech-
niques. At the institutional level, 2024 saw the signing of 
new protocols aimed at strengthening operational and 
training collaboration.

Among the emerging priorities for 2025, ACN has been 
working on the definition of a national Cyber Index for 
SMEs, which will measure the level of maturity and aware-
ness of companies with respect to digital risks, in coopera-
tion with industry associations and insurance companies.



Giovanni Nicola Pes, Deputy Secretary General ENM, Director EDIH Microcyber



17

The European Cybersecurity Agenda

Providing an overview of the European cybersecurity 
strategy and initiatives was Despina Spanou, Principal 
Adviser for Cybersecurity at the European 
Commission’s DG CONNECT, who spoke via video 
link from Brussels. In her speech, Spanou outlined the 
recent steps taken by the European Union to strength-
en cyber security: key instruments have been launched 
between the end of 2024 and the beginning of 2025, 
including the Cyber Solidarity Act (an initiative to 
create a European ‘shield’ in case of large-scale cyber 
attacks) and the entry into force of the NIS2 directive. 

In addition, the Commission proposed the new 
Cybersecurity Blueprint for coordinated cross-border 
cyber crisis management. Spanou gave a concrete 
example of the urgency of such measures by citing a 
cyber attack that had taken place in Belgium a few days 
earlier: a group of hackers, for geopolitical reasons, 
had taken numerous government sites offline, inter-
rupting essential public services for citizens. At the 
same time, critical infrastructure in Ukraine (the 
railway system) also suffered coordinated attacks. 
“This episode,” Spanou emphasised, “demonstrates 
how modern cyber attacks can have immediate impacts 
on citizens’ lives and on economies, and often are not 
aimed at economic profit but at political goals, making 
them an integral part of global hybrid threats.”

EU Strategic Priorities: Spanau explained that the EU 
will maintain protection of critical infrastructure as a 
top priority. The timely and uniform implementation of 
the NIS2 directive in all Member States will be crucial 
for this. It will be crucial that public authorities set a 
good example (‘practise what they preach’) by adapting 
their own security systems. Another area of focus is the 
security of the healthcare sector: “Today, healthcare 
has become the #1 target of cyber attacks, surpassing 
the financial sector,” Spanou reported, mentioning the 
recent EU Action Plan for hospital cybersecurity 
launched in response to major incidents in northern 
Europe. At the same time, the Commission intends to 
simplify the regulatory framework in the digital field: 
the Cybersecurity Act will be revised to make it more 
effective and less burdensome, thus helping companies 
to adopt security standards without excessive bureau-
cracy. Spanou confirmed that the new Commission had 
made simplification in the digital sector one of its 
priorities at the beginning of its term. Skills and train-
ing: a central theme of her speech was skills develop-

ment. Spanou, who was involved in the creation of the 
European Cyber Skills Academy, recalled that the 
Polish Presidency of the EU Council had put digital 
skills at the forefront and that the Commission had 
recently published an updated Digital Skills Agenda. 
The document emphasises the importance of 
public-private partnerships to train new experts and 
retrain the existing workforce. Initiatives such as the 
Cyber Skills Pact (launched in 2023) aim to create 
win-win opportunities: not only new jobs for young 
people, but also ensuring availability of qualified 
professionals for companies and also for public admin-
istrations (an estimated current need of at least 500k 
cyber experts in Europe).

Support for SMEs: Spanou pointed out that the securi-
ty requirements introduced by NIS2 can be burden-
some for small companies without adequate resources. 
For this reason, the EU provides dedicated funds 
(under the Digital Europe programmes and other 
structural funds) to help SMEs adapt to the new stand-
ards. She cited the network of European Digital 
Innovation Hubs (EDIH) that MicroCyber is a member 
of, as a positive example, describing them as key tools 
for bringing advanced technologies and advice to busi-
nesses in the region. “MicroCyber is an excellent 
example of focusing on cybersecurity to support SMEs 
and local authorities in understanding their security 
needs,” she said, mentioning her hope that projects 
like this will multiply. According to Spanou, synergies 
must be created between the various European funding 
channels available for cybersecurity (e.g. by coordinat-
ing Digital Europe resources with cohesion and 
regional development funds) so that no actor is left 
behind. In closing, she reiterated the Commission’s 
willingness to work side by side with the Member 
States: “This discussion is fully in line with what we are 
doing; we are eager to listen to your views and to 
continue cooperating in coming years.”



Despina Spanou, principal advisor, stated: “We need more projects like MicroCyber, which 
support SMEs, local and regional entities.” Spanou emphasised the urgency of strengthening the 
protection of critical infrastructures, simplifying the regulatory framework and enhancing e-skills 
through public-private partnerships. The focus is on synergies between European funds and 
networks such as the Innovation Hub.
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European Commission - DG CONNECT

The European Commission’s Directorate-General 
CONNECT is responsible for the EU’s digital policies, 
with a central mandate in the regulatory and operational 
development of the European cyber-security strategy.

In the current two-year period, DG CONNECT has led the 
evolution of the European cybersecurity framework, focus-
ing on regulation, operational capacity and training. 2025 
marks the entry into force of the Cyber Resilience Act, 
which imposes minimum security requirements ‘by design’ 
throughout the product life cycle on all manufacturers of 
digital technologies.

At the same time, the Commission has activated the Cyber 
Solidarity Act, which introduces a European network of 
monitoring and rapid response centres - the ‘Cyber Shield’ 
- and solidarity mechanisms between Member States in case 
of serious attacks. Another strategic pillar is the 
Cybersecurity Skills Academy initiative, launched to 
address the growing need for cyber skills in the public and 
private sectors, in partnership with leading training provid-
ers and companies.

DG CONNECT also strengthened coordination for the 
implementation of the NIS2 directive, offering operational 
tools to Member States for the identification and manage-
ment of essential and important actors.



Eva Spina, Head of the Digital Department at MIMIT
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SMEs and cybersecurity: a strategic priority for 
domestic economic resilience

A cross-cutting theme that was of notably clarity 
during the MicroCyber conference was the vulnera-
bility - but also the strategic centrality - of micro, 
small and medium-sized enterprises (SMEs) in the 
context of cyber security. In Italy, more than 90 
percent of enterprises are SMEs, the vast majority of 
which are micro-enterprises. Mario Baccini noted 
that Italy is ‘an army of SMEs’ and that digital inclu-
sion and cybersecurity must go hand in hand so that 
no company is left out.

Minister Foti reiterated that strengthening cyberse-
curity for SMEs is an integral part of national 
defence, recalling the need to protect not only 
critical infrastructure, but also the interconnected 
economy of small businesses, in a geopolitical 
context marked by hybrid threats.

As ENM Secretary General Riccardo Graziano 
pointed out, SMEs are often the most exposed to 
digital threats, not because of neglect, but because 
of a lack of resources and support. However, much 
of the country’s resilience in terms of the economy 
and production rests on these companies. Awareness 
of risks remains low.

Eva Spina (MIMIT) spoke of how some economic 
operators consider the presence of antivirus software 
sufficient to “comply” with NIS2 obligations, 
demonstrating an understanding that continues to be 
over-simplified. In reality, she explained, a much 
broader approach is needed: risk assessment, 
technical and organisational measures, backup 
procedures, vulnerability monitoring and - above all 
- continuous training. “Even a digital fortress can be 
rendered useless if you leave the key in the keyhole”: 
this is the effective metaphor used by Spina to 
explain the decisive role of the human factor.

At the European level, Despina Spanou (EU 
Commission) emphasised the financial support 
planned to help SMEs comply with the new obliga-
tions of the NIS2 directive. Prefect Bruno Frattasi 
cited the Secure and Empower the Grid project 
(SEG), in which Italy plays a part and is intended to 

guide companies, including SMEs, in the implemen-
tation of the future Cyber Resilience Act. Spina also 
recalled ENISA’s good practices, translated in Italy 
into a handbook developed with Cyber 4.0 and 
Confindustria, containing operational guidance and 
also accessible for unstructured companies. From 
the European Competence Centre for Cybersecurity 
(ECCC), Luca Tagliaretti pointed out that 50 
percent of the funds managed are allocated to 
projects with direct SME involvement, both to 
ensure the widespread adoption of emerging tech-
nologies and to promote a European digital security 
supply chain.

Within this framework, he explained, European 
Digital Innovation Hubs (EDIHs) - such as 
MicroCyber - play a crucial role in providing testing, 
coaching and specialised training services. At the 
national level, ENM is integrating a compulsory 
digital literacy module into its microcredit pathways, 
aimed at both mentors and beneficiaries.

Graziano proposed to strengthen this network with 
the support of the Postal Police, creating an educa-
tional alliance for cyber culture at the micro-busi-
ness scale. He also recalled the importance of the 
Cohesion Decree, which calls for the provision of 
training vouchers (also financed with NRRP funds) 
for new entrepreneurs: a significant part of these will 
be dedicated to cybersecurity.

Franco Zaffini also highlighted the importance of 
creating a regulatory and training environment that 
enables Italian SMEs to meet the challenges posed 
by digital transformation and artificial intelligence. 
DDL 1146, approved in the Senate, is a step in this 
direction.

Ultimately, a clear awareness emerged from the 
conference: securing SMEs and public administra-
tions means protecting the economy, employment 
and stability of the country. This requires a coordi-
nated strategy of awareness, training, technical 
support, targeted European and national incentives 
and local monitoring.

Minister for European Affairs, the South, Cohesion 
Policies and the NRRP

The Minister coordinates European policies and geograph-
ic cohesion programmes, promoting the balanced and 
sustainable development of the country through strategic 
use of European funds.

In 2024-2025, the Minister has taken on a decisive role in 
ensuring that cohesion funds and NRRP resources are also 
used to strengthen the country’s cybersecurity. In particu-
lar, he coordinated - together with ACN - the allocation of € 
347 million for the implementation of the National 
Cybersecurity Strategy, of which €  97 million directly 
entrusted to the Agency for infrastructure and capacity 
building projects.

By monitoring the digital components of the NRRP, the 
Minister has promoted compliance with the minimum secu-
rity requirements for public administration projects, 
encouraging the integration of the ‘cyber’ dimension in 
digitisation processes.

Special attention was paid to the inclusion of cyber security 
in the geographic cohesion policy, supporting initiatives 
such as EDIH Microcyber and promoting the adoption of 
secure solutions in less digitised regions. In the European 
sphere, the Minister actively participated in the negotia-
tions on the Cyber Resilience Act and the Cyber Solidarity 
Act, pursuing an approach geared towards the protection of 
SMEs and the convergence of security and development.



“The most important aspect is awareness, because without that the whole security system for small 
businesses fails.” During the conference, Department Head Spina emphasised how the digital 
transition represents an opportunity for SMEs, accompanied by the risk of low awareness. She 
recalled the importance of measures such as continuous training and the adoption of good practic-
es for risk management. Recently, the Department won the ‘PA Augmented’ award for the 
‘Emerging Technologies Houses’ project, which was illustrated during the PA Forum 2025 in the 
White Paper: these are territorial hubs to foster collaborative innovation.
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MIMIT - Ministry of Enterprise and Made in Italy

The Ministry of Enterprise and Made in Italy (MIMIT) 
plays a strategic role in defining the country’s industrial 
and digital innovation policies, with a focus on business 
competitiveness, the technological transition and promot-
ing the national production system. Within this frame-
work, MIMIT also plays a leading role in initiatives aimed 
at strengthening cybersecurity and the development of 
enabling technologies, in coordination with other national 
and European institutional actors.

Within MIMIT, the Department for Enterprise Policies, 
in particular the Directorate General for Industrial Policy, 
Industrial Conversion and Crisis, Innovation, SMEs and 
Made in Italy, manages initiatives aimed at supporting 
business development, from digitalisation to industrial 
resilience processes, promoting incentives, regulatory 
tools and the international positioning of the Italian 
production system. It is this Department that oversees 
national coordination and governance of the EDIHs, 
facilitating their implementation on the ground, their 
integration into industrial plans and their operation in 
synergy with SMEs.

MIMIT’s Department for Digital, Connectivity and New 
Technologies, headed by Eva Spina, coordinates policies 
for ultra-broadband, electronic communications and 
enabling technologies (AI, blockchain, HPC). It is strate-
gic for the implementation of the National Cyber Strategy 
and encourages technology transfer and digital compe-
tence building. In this context, the Department has 
focussed its 2024-2025 projects on strengthening the 
cybersecurity of the national business structure, with a 
special focus on the role of SMEs and industrial supply 
chains.

In the European sphere, the Department supported the 
implementation of the network of EDIHs - European 
Digital Innovation Hubs while working on the integration 
of new European standards on the security of connected 
devices (IoT), promoting compliance with regulations 
such as the Cyber Resilience Act and actively participating 
in the inter-ministerial steering committee for the imple-
mentation of the NIS2 directive.

In April 2025, MIMIT and ACN signed an agreement 
expressly aimed at enhancing the cyber resilience of 
businesses and public administrations through EDIHs.
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Franco ZaffiniChairman of the Senate’s Social Affairs Commission
(and co-Chair of the Parliamentary Commission on Artificial Intelligence).
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Digital skills and cyber awareness: training as a pillar 
of resilience

In the context of the conference, the issue of digital skills 
and cybersecurity training was emphasised strongly 
across the board, emerging as a strategic axis for systemic 
resilience and the strength of the country’s economic and 
institutional fabric. In an era marked by continuous tech-
nological evolution and increasingly complex cyber 
threats, the centrality of the human element was empha-
sised by several authoritative voices: not only as the first 
line of defence, but also as a potential vulnerability to be 
guarded against through knowledge and awareness.

Eva Spina emphasised the role of cyber awareness as the 
first brick in any security construction, especially for 
SMEs. The adoption of advanced technologies, she 
reminded us, risks being ineffective if entrepreneurs and 
employees do not understand the ‘why’ of the measures 
taken. In this perspective, continuous staff training is no 
longer an option, but is a regulatory requirement, as well 
as a functional need: in fact, the European NIS2 directive 
explicitly calls for the adoption of periodic training 
programmes for all operators of essential services. From 
simulated phishing campaigns to updates on new attack 
vectors, ‘digital hygiene’ becomes an everyday practice to 
be integrated into workflows.

The Ministry of Enterprise and Made in Italy (MIMIT) has 
already launched initiatives to this end, organising free 
online seminars in cooperation with the Cyber 4.0 
centre. The 2025 calendar includes six thematic events 
aimed at both the public and private sectors, addressing 
critical issues such as the security of undersea cables and 
data centres. The aim is to make specialist knowledge 
accessible also to less structured entities, thus contribut-
ing to the reduction of the skills gap that still hinders 
many organisations.

As the NIS authority for the sector, MIMIT also plays a 
key role in supporting the public administration’s regula-
tory compliance with the new directive. With over 
10,000 entities supervised by the Ministry, an institu-
tional training process was initiated through technical 
round tables, bilateral meetings and explanatory materi-
als. This systemic action aims to make the implementa-
tion of legislation not a formal fulfilment, but an opportu-
nity for organisational capacity building.
Prefect Bruno Frattasi enriched these thoughts by linking 
the topic of e-skills to the broader topic of social cohesion. 
During the pandemic, he noted, the digital divide proved 
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the systemic response to digital challenges revolves.
As pointed out by moderator Giovanni Nicola Pes - 
Deputy Secretary General of ENM, an alliance between 
institutions, businesses and citizens is needed to build a 
resilient ecosystem.

From reforming school curricula to promoting lifelong 
learning, via incentives to companies that invest in train-
ing, the range of possible actions is wide, but they all 
converge on one point: without widespread human intel-
ligence, even artificial intelligence risks becoming a 
boomerang. To face the new digital risks, we need adap-
tive skills, a shared culture and a training strategy that 
can handle the future that awaits us.

to be a real barrier to accessing education, services and 
jobs. Closing this gap is not just a technological issue, but 
an imperative for equity. Therefore, he proposed an 
integrated vision ranging from digital civic education in 
schools to reskilling of mature workers and specialised 
training for new cyberspace professionals.

On the political side, Sen. Franco Zaffini expressed 
concern about the slowness with which training systems 
respond to digital transformations. With the advent of 
artificial intelligence, he said, we are facing an epochal 
change, comparable to the industrial revolution. But this 
leap in technology has not yet been matched by an equiva-
lent leap in education. Zaffini called for a new training 
model involving all sections of the population, in a logic 
of continuous and widespread learning. Knowledge, he 
observed, cannot remain confined to universities or 
research centres: it has to be transferred in an under-
standable and widespread way, to make everyone - from 
the worker to the teacher - capable of handling increas-
ingly sophisticated threats, such as those arising from the 
abuse of generative AI.

The European picture confirms this guidance. As 
Despina Spanou explained, the EU Commission has 
placed skills at the heart of its strategy, promoting the 
Cybersecurity Skills Academy and urging the active 
involvement of companies in training new professionals. 
The mismatch between supply and demand remains a 
critical issue: up to 3 million ICT vacancies are estimated 
in Europe in the coming years, many of them in the cyber 
field. In this sense, the Digital Europe Programme 
supports the creation of a network of competence centres 
and innovation hubs, with a special focus on the needs of 
SMEs.

An important contribution was also provided by Dir. 
Ivano Gabrielli of the Postal Police, who illustrated Italy’s 
experience in creating the figure of the ‘cyber police 
officer’: an investigator capable of combining technical 
expertise and operational skills. Unlike other countries, 
Italy has chosen an integrated approach, training agents 
internally through specialised courses at the Vicenza 
centre. The recent recruitment of 100 experienced 
inspectors marks a step towards investigative autonomy 
in the cyber domain, and is a virtuous example of how 
public administrations can produce expertise, and not 
just utilise it.

In summary, the entire conference reaffirmed that educa-
tion and awareness are the cornerstones around which 
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The relationship between artificial intelligence (AI) 
and cybersecurity was one of the focal points of the 
recent cybersecurity conference, outlining a picture 
full of opportunities but also of systemic risks. AI has 
emerged as an ambivalent technology: on the one 
hand it enables malicious actors to conduct increas-
ingly sophisticated attacks, on the other hand it can 
become a crucial tool to strengthen digital defences. 
A duality that prompted speakers to insist on the 
urgency of careful governance of the phenomenon, 
both at the technological and regulatory levels. 
Prefect Bruno Frattasi opened the discussion by 
outlining the recent institutional decisions on the 
subject: the National Cybersecurity Agency (ACN) 
was designated as the supervisory authority for the AI 
market in Italy, while the Agency for Digital Italy 
(AgID) will be the reporting authority. This new 
configuration responds to the entry into force of the 
European AI Act and confirms the close interconnec-
tion between cyber security and artificial intelli-
gence. The two agencies will work in synergy to 
ensure safe, transparent development, in accordance 
with European values.

Frattasi emphasised that cyber risk management 
structures are progressively taking over AI functions 
as well. Not surprisingly, several European Digital 
Innovation Hubs (EDIHs) are integrating activities 
on AI and cybersecurity, and entities such as 
MicroCyber are strengthening collaborations in both 
areas. The interdependence between the two tech-
nologies is now a structural fact. From a threat 
perspective, the analysis is clear: AI lowers the entry 
barriers for those who want to carry out attacks.

Thanks to machine learning algorithms, even unso-
phisticated actors can automate complex tasks such 
as hyper-realistic phishing, antivirus circumvention 
or vulnerability scanning. “The threat is also advanc-
ing because AI is multiplying its reach and accessibil-
ity,” warned Frattasi. The next frontier will be quali-
tative, with more targeted, devious and 
difficult-to-detect attacks. In this scenario, AI may 
also be the solution. ACN began the development of 
HyperSOC, an advanced national centre for the 
real-time collection and analysis of data from the 
SOCs of the main Italian operators. By processing 
large volumes of data with supercomputing and intel-

ligent algorithms, HyperSOC will be able to detect 
anomalies and weak signals. The goal is to anticipate 
attacks, not just react. “Artificial intelligence can 
become a bulwark, not just a threat,” reiterated 
Frattasi.

Senator Franco Zaffini offered a broader analysis, 
setting AI within a structural transformation of social, 
cultural and professional paradigms. Applications are 
not limited to security, but also cover information, 
justice, health. In particular, Zaffini highlighted the 
risks related to intellectual property, transparency of 
algorithms and automated disinformation, calling for 
a flexible but robust regulatory approach. In the 
healthcare sector, the recent Italian DDL on AI 
devotes three articles to the use of artificial intelli-
gence in medicine, recognising its potential in diag-
nosis, personalisation of treatment and drug 
research. However, Zaffini cautioned, these benefits 
require staff training, standardised data and common 
rules of use.

At the European level, Despina Spanou updated 
those present on the status of the AI Act and related 
policies: the revised Cybersecurity Act aims to 
simplify the regulatory framework, while the 
Cybersecurity Blueprint now includes AI-generated 
crisis scenarios. The aim is to strengthen coordina-
tion between Member States in case of large-scale 
attacks. Finally, attention was paid to quantum tech-
nologies, mentioned by Luca Tagliaretti as a parallel 
frontier to AI. About 30 percent of the European 
ECCC budget will be allocated to projects integrat-
ing AI and quantum security. The goal: to use AI to 
strengthen cybersecurity and protect that same AI 
with new standards. The European post-quantum 
cryptography laboratories represent a concrete step 
in this direction.

In conclusion, AI was again confirmed as a powerful 
but ambiguous lever: it can both enhance and com-
promise security. Zaffini summarised it as follows: 
the task of institutions is not to choose between 
welcoming or rejecting technology, but to learn how 
to govern it. This requires targeted investments, clear 
regulations and a widespread culture. Only in this 
way can artificial intelligence become a constructive 
force, rather than an uncontrollable threat.

AI and cybersecurity: two sides of the same coin, between emerging threats and new defences



Luca Tagliaretti EU Executive Director
Cybersecurity Competence Centre (ECCC)

Under the direction of Director Tagliaretti, the Centre has also strengthened the dialogue between the 
National Cybersecurity Coordination Centres (NCCs) and promoted synergies with the EDIH 
networks, with the aim of making Europe more autonomous and integrated in the area of digital securi-
ty. Tagliaretti emphasised the need to establish synergies between EDIH and NCC for effective coordi-
nation of funds and expertise, aiming at designated desks facilitating SMEs in the dialogue between 
national and European structures. The aim is to link pure research and market implementation.
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ECCC - European Cybersecurity Competence Centre

The European Cybersecurity Competence Centre 
(ECCC), established in 2021, is the executive body of the 
European Union for the promotion of cyber resilience and 
the coordination of investments in advanced security tech-
nologies. The ECCC coordinates the European cyberse-
curity strategy for industry, technology and research.

In 2024-2025, the ECCC has intensified its role as the 
hub of European cyber resilience coordination, strategi-
cally guiding Digital Europe programme funds and 
contributing to building a more robust, interoperable and 
autonomous European digital security ecosystem.

In 2024, tenders were issued for more than € 80 million 
to support projects in key areas such as post-quantum 
cryptography, ICT supply chain resilience, and the reali-
sation of high-capacity Security Operation Centres 
(SOCs) in a transnational environment.

In 2025, the ECCC played a leading role in the launch of 
the new Cyber Emergency Mechanism under the Cyber 
Solidarity Act, which aims to establish a European major 
cyber incident response network, operational through 
specialised consortia and certified providers.

The ECCC also collaborated with the Commission in 
defining capacity building strategies, focusing on skills, 
testing emerging technologies and industrial experimen-
tation, directly contributing to the implementation of the 
Cybersecurity Skills Academy and the European road-
maps on AI and security.



In the new digital security scenario, police forces - and 
in particular the Postal and Communications Police - 
have established themselves as indispensable players in 
the cyber protection of the country. As Director Ivano 
Gabrielli illustrated during the conference, the role of 
this specialised structure of the State Police has expand-
ed in recent years, moving from technical supervision of 
telecommunications to an all-out fight against cyber-
crime, in an increasingly complex and global context.

The numbers speak for themselves: in 2024 alone, the 
Postal Police recorded more than 160,000 reports of 
cyber attacks and launched investigations into 170 
subjects in the field of digital crimes. But even more 
than the numbers, it is the qualitative evolution of the 
phenomenon that is worrying. Gabrielli pointed out that 
today we are faced with genuine digital crime chains, 
structured on a business model: specialised technicians, 
financial managers, strategic coordinators. A criminal 
economy that exploits dark web platforms to offer 

Crime-as-a-Service, drastically lowering the threshold 
of access even for non-experts.This scenario has also 
attracted traditional organised crime, which has found 
in fertile ground in cyberspace to diversify its illicit 
‘investments’. Money laundering via cryptocurrencies, 
ready-to-use exploits, the remote management of 
distributed attacks: all this has contributed to making 
the criminal ecosystem more sophisticated and perva-
sive.

“The internationalisation of digital crime,” Gabrielli 
emphasised, “is now a structural fact: the control serv-
ers may be in one continent, the victims in another, and 
the instigators in a third.” International cooperation is 
therefore indispensable, but remains fragmented 
outside the European Union. While shared instruments 
are in place within the EU (directives, task forces, 
bodies such as CyCLONe), a true multilateral treaty 
against cyber crime is still lacking at global level, ham-
pered by sovereignty and political issues.

Postal Police, the front line in cyber defence: prevention, combat and cooperation.

Ivano Gabrielli Director of the Postal Police Service
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On the operational level, the Italian Postal Police has 
chosen a widespread and multi-level approach. 
Prevention comes first: “making something secure 
means preventing something from happening,” 
Gabrielli reiterated. Hence the commitment to educa-
tional programmes in schools - a travelling form of 
digital civic education involving thousands of students 
each year - and in companies, where workshops and 
simulations are held to raise awareness of cyber risks 
among managers and employees. This outreach work, 
which also extends to public administration, helps to 
create an ecosystem of trust: victims of an attack tend to 
report more quickly if there is already an open channel 
with the police.

On the law enforcement side, the geographic organisa-
tional model is a strength. The Postal Police has 82 
provincial sections, coordinated by 18 regional centres 
and supervised by the central service in Rome.

This widespread network ensures a constant presence 
even in peripheral areas, with attacks often targeting 
more vulnerable entities, such as small municipalities or 
SMEs. The decision to strengthen - and not merge - the 
presence on the ground proved to be strategic, also 
because of the need to interface with district prosecu-
tors’ offices, which are responsible for cyber crimes. 
However, as Gabrielli pointed out, this system needs 
support: the workload has grown exponentially. Suffice 
it to say that while CNAIPIC was handling 4-500 cases 
a year in 2012, today the network of operational centres 
deals with over 12,000. Cooperation with other police 
forces and agencies is also crucial, both domestically - 
with Defence and ACN, for the protection of critical 
infrastructure - and internationally. The Postal Police is 
an active member of both Europol and Interpol, sharing 
information almost in real time. Gabrielli recalled a 
recent case in which an attack on an Italian water com-
pany made it necessary to issue an alert to all companies 
in the sector within a few hours: only thanks to an estab-
lished network of cooperation was it possible to react in 
time and limit the damage.

The activities of the Postal Police also extend to the 
constant monitoring of the web: digital patrols to detect 
scams, child pornography, criminal propaganda, and 
much more. Successful operations - such as the arrest of 
Carmelo Miano, the hacker responsible for breaching 
the Ministry of Justice’s systems - demonstrate its inves-
tigative capacity, which combines advanced technical 
skills with traditional intelligence techniques. This 
combination, Gabrielli stressed, remains irreplaceable: 

even the most sophisticated criminals can be neutralised 
when human ingenuity and investigative expertise work 
in synergy. Looking to the future, Gabrielli relaunched 
the idea of creating new cyber specialists for the public 
administration “in house”. Internal training of highly 
specialised agents - as is already the case for the new 
cyber-inspectors - could be a model that could be 
extended to other branches of the government, creating 
a pool of expertise that serves national security and, in 
time, can also spill over into the private sector. 
“Publicly train and then make these resources available 
to the country” is the logic that must guide Italy’s cyber-
security strategy.

But in order to make this vision functional, targeted 
investments are needed: new hires, continuous train-
ing, advanced digital forensics tools, data analysis 
platforms and agile regulatory frameworks. Constant 
legislative updates are also needed: phenomena evolve - 
for example revenge porn or the need to access data in 
non-EU clouds - and the law must keep pace to ensure 
effectiveness and protection.

In a context in which a single hacker can compromise 
the defences of a ministry and where international gangs 
move with speed and resources, the role of law enforce-
ment is more crucial than ever. The Postal Police is, 
today, not only an investigative watchdog, but an educa-
tional, preventive and strategic actor in building nation-
al digital resilience.



During the event, Director Gabrielli reiterated how today we face not only an increase in attacks, but a 
qualitative evolution in these attacks, making them increasingly pervasive and dangerous. In this context, 
Gabrielli illustrated the transformation of cybercrime: from individual phenomena to organised crime 
equipped with a supply chain, advanced technologies (e.g. ‘crime-as-a-service’ attacks), money-launder-
ing capabilities through cryptocurrencies and a CIO/CFO management structure. He called for 
strengthening international and legal cooperation to counter criminal networks operating across borders.
Looking to the future, Gabrielli relaunched the idea of creating new cyber specialists for the public 
administration “in house”. Internal training of highly specialised agents - as is already the case for the new 
cyber-inspectors - could be a model that could be extended to other branches of the government, creating 
a pool of expertise that serves national security and, in time, can also spill over into the private sector. 
“Publicly train and then make these resources available to the country” is the logic that must guide Italy’s 
cybersecurity strategy.
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Postal Police - Cybersecurity Police Service

The Postal Police protects critical infrastructure and 
telecommunication networks from cyber threats, carries 
out activities to prevent and combat cyber crime and coor-
dinates national security initiatives together with ACN 
and MIMIT.

In 2024-2025, the Postal Police has continued to play a 
crucial role in countering cyber threats and protecting 
Italy’s critical infrastructure. Among the main innova-
tions, a new in-house CERT (Computer Emergency 
Response Team) was established within the Ministry of the 
Interior, which centralises the security of ministerial IT 
systems and ensures a timely response in the event of 
breaches.

Also in the technical sphere, of great import is the activity 
of the National Anti-Cyber Crime Centre for the 
Protection of Critical Infrastructure (CNAIPIC), respon-
sible for the cybersecurity of Italy’s strategic infrastruc-
ture, which in 2024 handled more than 12,000 cyber 
attacks, issuing 59,000 alerts to prevent damage from the 
same.

Collaboration with ACN was further strengthened 
through protocols involving the sharing of information on 
serious incidents and joint training of public officials. At 
the European level, the Service actively participates in task 
forces promoted by Europol and the EC3 centre.



The MicroCyber conference highlighted a hitherto 
little explored but increasingly crucial issue: the 
interconnection between cohesion policies and 
digital security. At a time when digital infrastructures 
are the connective tissue of society, to ignore the link 
between cyber-resilience and equitable regional 
development is to risk amplifying - rather than bridg-
ing - existing gaps. The theme has been examined 
along two axes: using cohesion funds to strengthen 
cybersecurity in the most fragile geographic areas, 
and recognising cybersecurity as a necessary condi-
tion for truly effective social, economic and institu-
tional cohesion.

The Hon. Tommaso Foti sent a clear political 
message: cyber defence cannot be thought of as 
military expenditure in the narrow sense. On the 
contrary, investing in cybersecurity, especially in less 
developed areas, means strengthening the civil and 
economic fabric of the country. The proposal, put 
forward by Foti himself, is to allocate a share of the 
European and national structural funds to targeted 
digital security projects, integrating these actions 
into the objectives of the cohesion programmes. 
“Either we recognise that the geopolitical framework 
has changed,” he said, “or we continue to live in a 
small old world.” His invitation is to achieve ‘digital 
cohesion’ that is not just rhetoric but an operational 
tool to prevent a divided Italy.

Prefect Bruno Frattasi reinforced this approach, 
recalling how the NRRP already contains measures 
oriented towards digital cohesion: from the extension 
of ultra-wide bandwidth to digital literacy and 
network protection. The pandemic has made it clear 
that the digital divide is not a minor problem, but a 
new form of social exclusion. Less affluent citizens, 
companies without digital tools, and peripheral areas 
are the most exposed to cyber exclusion and vulnera-
bility. Ensuring their cyber security is, therefore, an 
act of economic justice.

A real risk, Foti noted, is that some regions have 
already activated advanced cyber policies (financing 
them with their own resources), while others are com-
pletely behind. The selective use of cohesion funds 
could serve to bridge these asymmetries by ensuring 

Cybersecurity and cohesion policies: a new frontier 
for regional equity
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minimum levels of digital protection throughout the 
country. Cybersecurity, in this vision, becomes an 
enabling infrastructure for geographic cohesion, on 
par with roads, schools or hospitals.
Mario Baccini offered a more “micro” but equally 
strategic perspective: that of marginalised communi-
ties and microcredit. For Baccini, the most effective 
cohesion policies are those that transform fragility 
into economic autonomy, for example by helping the 
unemployed to become micro-entrepreneurs. In this 
framework, the cyber dimension becomes essential: 
today, one cannot think of starting a business without 
having the minimum digital and defensive skills. New 
entrepreneurs must know how to protect data, identi-
ties, payment channels. Projects such as those co-fi-
nanced by ENM, the Ministry of Labour and Invitalia 
to provide cyber training for new entrepreneurs 
represent an initial virtuous model of integration 
between economic cohesion and digital security.

At the European level, the Cyber Solidarity Act 
embodies the transposition of the cohesion principle 
into the digital domain. This law provides for the 
creation of a network of European Security 
Operations Centres (SOCs), interconnected and 
ready to provide immediate assistance to Member 
States affected by serious cyber attacks. This is simi-
lar to the logic of the European Civil Protection 
Mechanism, already in use for earthquakes or fires. 
As Despina Spanou pointed out, the security of one is 
the security of all: if one country is vulnerable, the 
whole network suffers.

Spanou recalled that the day before the conference, 
Belgium was the target of a DDoS attack that took 
several government sites offline, preventing access to 
essential public services. At the same time, the 
Ukrainian railway network was hit by a cyber attack. 
Episodes like these show how cybersecurity is now a 
geopolitical battleground and a critical factor for 
internal social cohesion: if critical infrastructures are 
attacked, citizens lose access to essential services, 
with disruptive effects. It is therefore crucial for 
public administrations to set a good example by com-
plying with the NIS2 directive, Spanou reiterated, as 
the first guarantors of collective resilience.

The discussion revealed a shared viewpoint: to be 
credible and concrete, cohesion policies must incor-
porate digital security in a structural way. Citizens, 
businesses and geographic areas - the three pillars 

mentioned by Frattasi - directly benefit from a secure 
digital environment. Citizens because they can access 
public services reliably and without discrimination; 
businesses because they can operate in a competitive 
and protected environment; geographic areas 
because they become attractive for investment and 
development. In the coming years, an increasing 
share of European (ERDF, ESF+) and national devel-
opment funds is likely to be allocated to projects com-
bining secure infrastructure, training, SME support 
and technology incubation. This will be the new fron-
tier of cohesion: infrastructural, digital, but also 
cultural and preventive. “It is a way to give substance 
to public spending,” Foti emphasised, “and to show 
Europe that cohesion funds produce visible results.”

Concluding the second panel discussion, moderator 
Giovanni Nicola Pes acknowledged how the picture 
that emerged was at times alarming - the increase in 
threats outlined by Gabrielli, the disruptive potential 
of AI highlighted by Zaffini - but also encouraging. 
Institutions are responding with new policies, updat-
ed regulatory tools, targeted investments.

The hope, also expressed by Graziano, is that 
moments such as MicroCyber will become regular 
appointments, capable of monitoring progress and 
nurturing constructive discussion. “Let us build 
windmills to harness change, not walls to resist it ” he 
concluded with an effective metaphor: the challenge 
is to use the energy of the digital to power a more 
cohesive, fairer and safer society.



Riccardo Graziano, Secretary General ENM 
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A NOTE FROM THE SECRETARY GENERAL OF ENM
Riccardo Graziano - ENM General Secretary

Why is the National Microcredit Agency involved in cybersecurity? It is clear that 
the ENM, a non-economic public body for the support of micro-credit and self-em-
ployment, has micro-enterprises among its beneficiaries. And these micro enter-
prises form the backbone of the Italian production system: approximately 92-93% 
of enterprises in Italy are micro-enterprises with fewer than 10 employees. 
Helping them to develop secure digital capabilities is therefore an integral part of 
ENM’s economic inclusion mission, because today, access to credit and the market 
also passes through digital transformation. An unbankable small businessperson 
can only become bankable (and successful) if, in addition to financial support, they 
are also given the knowledge tools to manage risk and innovate - and cybersecurity 
is now a key risk factor.

ENM is developing a strategy to make it easier for SMEs to overcome these obsta-
cles, now also bearing digital challenges in mind. First of all, the organisation has a 
network of about 1,200 tutors and local operators who assist people in starting 
micro-enterprises through microcredit. These operators provide advice on 
business plans, compliance, marketing, etc., as part of the required ancillary servic-
es for microcredit. Well, ENM has for some years now introduced compulsory 
digital and IT training modules when training tutors: in order to join the national 
register, they have to pass an examination that includes these subjects and are 
subject to continuing education requirements thereafter.

ENM projects already include digital training modules for beneficiaries, but we 
intend to enrich them further with a security perspective. And looking ahead, I 
think it is time to make a strategic choice: allocate part of the European cohesion 
funds - I am thinking of the ERDF or the NOP Enterprise - to targeted cybersecuri-
ty interventions for micro-enterprises. For example, vouchers for the purchase of 
security services, or shared platforms for networks of companies, cooperatives or 
districts.

In the last three years we have supported over 20 thousand micro-enterprises and 
reached over 50 thousand people: this segment is far from marginal. Investing in 
their digital resilience means strengthening the country. Technology is evolving 
rapidly - artificial intelligence, quantum computing - and we have to be ready. At 
ENM we will continue to integrate the security dimension into our programmes, 
but it will be crucial to build synergies with other institutions. Because we either 
manage this challenge or we will be conquered by it. And we choose to lead it.



















48

The picture that emerged during the conference, despite 
the complexity of the topics covered, was surprisingly 
consistent: cybersecurity is no longer a sectoral subject, 
confined to technology or urgent incidents, but is 
increasingly confirmed as part of the intangible infra-
structure of collective living. It is an issue that impacts 
the real economy, regional cohesion, trust in institutions 
and democracy, and therefore deserves to be fully 
integrated into the country’s strategic choices.

One of the most agreed upon points concerns the central-
ity of small and medium-sized enterprises and local terri-
tories. The realisation clearly emerged that it is here that 
the greatest weaknesses lurk - but also the greatest poten-
tial. SMEs, often lacking appropriate tools, risk becom-
ing the weak link in the digital chain. It is therefore essen-
tial that public policies provide concrete support tools: 

advisory networks, incentives, vouchers for cybersecuri-
ty, regional desks. It is not just a matter of protecting 
economic actors, but of safeguarding the very structure 
of our economy. Secondly, the topic of training was men-
tioned by all speakers as another area with widespread 
impact. Without a cultural leap, any strategy risks 
remaining incomplete. It can be hoped that a genuine 
National Plan for Digital Education and Cybersecurity 
will be launched, involving schools, universities, busi-
nesses and the media, and accompanying the entire life 
cycle of skills: from high school to the world of work, 
through to continuous training in public administration. 
Developing a security culture means, now more than 
ever, developing digital citizenship. Ample space was 
also rightly reserved for artificial intelligence, which 
emerged strongly as an issue with two faces. AI can multi-
ply threats but, if well-governed, it can strengthen 

Conclusions
Giovanni Nicola Pes - Deputy Secretary General ENM, Director EDIH Microcyber
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defence tools. Hence the importance of accelerating the 
implementation of the AI Act, but also of promoting an 
ethical and conscious use of artificial intelligence, 
supporting research, experimentation, and the construc-
tion of safe and shared testing environments. We cannot 
afford to face this transition without rules and without 
vision. The need for coordination between the various 
actors in digital security was strongly emphasised. The 
idea of setting up a permanent round table, involving 
institutions, law enforcement agencies, companies, 
academia and the third sector, goes in the right direction. 
Cybersecurity is an area where ‘teamwork’ is not an 
optional extra, but an existential condition for effective-
ness. 

One of the strongest messages was about the indispensa-
ble role of the police - first and foremost the Postal Police 
- who, with great competence and a multi-faceted organi-
sation, face complex threats every day, often invisible to 
the general public. It became clear that these structures 
must be strengthened, both in terms of human resources 
and technology, and that international cooperation is an 
important goal. Digital security knows no boundaries, 
and requires tools and presence in the places where 
global policies are defined today.

Finally, an important new element was the strong connec-
tion drawn between cybersecurity and cohesion policies. 
This is a significant cultural shift: digital security is no 
longer recognised as a technical cost, but as a lever for 

development, inclusion and competitiveness. Including 
the digital dimension when allocating cohesion funds, 
earmarking resources for the digital protection of disad-
vantaged areas, creating opportunities for young experts 
to be employed locally: all this responds to a profound 
need for equity and modernisation. The proposal of a 
‘Cyber Cohesion’ programme could be an initial 
concrete step in this direction and certainly Digital 
Innovation Hubs such as Mycrocyber, can be, with their 
use of both European and national funds, accelerators of 
this and other initiatives aimed at businesses and public 
administrations, thanks to their strong skills and ability to 
be geographically close to businesses and public adminis-
trations.

All in all, the MicroCyber conference was not only an 
opportunity for discussion, but also a demonstration of a 
desire. An awareness of what is at stake and a commit-
ment to action emerged clearly from the speakers. As 
moderator, I was able to receive not only information and 
analysis, but also a spirit of collaboration and shared 
construction. The recommendations that emerged 
constitute an operational outline for the months to come.

The challenge now will be to follow up on these indica-
tions, building - to borrow a beautiful metaphor that 
emerged during the proceedings - ‘windmills’ capable of 
transforming the sometimes impetuous winds of digital 
transition into energy for the country-system.










